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Currently, more than $22B is locked in bridges (explained below), with a peak value of more than $35B 
before the LUNA collapse. This market is rapidly growing and is also frequently being hacked. In 2021, there were 
over $1B lost in bridge hacks, with this trend likely to continue. Understanding the security mechanisms at play is 
an important step to securing user capital, and managing risk exposure in the cross-chain ecosystem.

Blockchain Bridges
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Bridges Analyzed

The core design philosophy behind a bridge is to provide the infrastructure that allows two unconnected 
blockchains to verifiably transfer data between them. 

In traditional financial systems, interface systems are highly centralized, utilizing secure APIs to perform 
cross-platform transfers. This system requires massive amounts of legal work to allow parties to trust that the 
bridge operators behave honestly. Due to the decentralized nature of blockchains, there has been increased 
pressure to decentralize these systems, removing as many intermediaries and single points of failure as 
possible. This has led to major innovations, as well as projects masquerading as decentralized bridges while 
holding the majority of power centrally.
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Optimism Bridge

Optimism is an L2 solution that aims to decrease transaction fees while providing the same level of security 
and censorship resistance as Ethereum. This is achieved by storing the Optimism chain data in Ethereum smart 
contracts and reconstructing the Optimism chain state from the highly secure data storage mechanisms of 
Ethereum.

The on-chain storage contract is called the Canonical Transaction Chain (CTC) and is where block and transaction 
data are stored. The CTC maintains an append-only list of blocks. Append-only is a property of computer data 
storage where data can be added, but existing data is immutable. Therefore, once an Optimism block is submitted, 
the only way it can change is during a chain reorganization, a rare event that the Ethereum consensus algorithm is 
purpose-built to prevent. Ethereum’s Proof of Stake upgrade will only decrease the likelihood of a chain 
reorganization, and in the rare instance that the chain reorganizes more than 90 blocks, the Optimism chain will 
reorganize as well.

An Optimism node consists of two core components, the Data Transfer Layer, and the Optimism Client. The Data 
Transfer Layer connects to the Ethereum blockchain and downloads new blocks from the CTC contract. These 
blocks are then sent to the Optimism Client, which is a vanilla fork of Geth, the largest Ethereum client. This client 
applies transactions to the Optimism state in a manner identical to Ethereum. This allows complex Ethereum 
contracts to be bridged to Optimism without any modifications.

The proposed data storage model allows assets, such to be seamlessly transferred from Ethereum to Optimism 
by submitting a new Optimism block to the CTC. This new block is read by the Data Transfer Layer, and the 
Optimism Client processes the transfer quickly.

This removes the need for a dedicated ETH → Optimism bridge. Bridging from Optimism → ETH is more 
involved, requiring a bundle of data, including the current state hash (rollup), to be submitted to an Ethereum 
contract called the State Commitment Chain.

Due to this pending period, bridging assets from Optimism → ETH takes 7 days. This process is called an 
optimistic rollup, because rollup data is submitted, and assumed to be correct unless a node provides fault-
proof.

However, on 11 November 2021, the Optimism network underwent a major update, which improved the EVM 
compatibility and added support for complex Ethereum contracts. This update also removed support for fault 
proofs, removing the mechanism for Optimism node operators to contest fraudulent or faulty Optimism → ETH 
messages. The temporary solution to this serious security problem is to utilize a single centralized sequencer 
run by Optimism. This means that Optimism is trusted to publish valid data to Ethereum, and their failure to do 
so would stop all messaging and transfers from Optimism → ETH. Worse still, a rogue sequencer may result in 
fraudulent transfers of bridged assets.
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Wormhole

Wormhole is a generic message passing protocol that can be used to interconnect multiple blockchains — 
such as Ethereum, Solana, Binance Smart Chain, Polygon, Avalanche, and Phantom, among others. While one 
of Wormhole’s use cases is asset bridging, its data-transfer capabilities allow for more general applications, such 
as the implementation of cross-chain dApps and permitting contract interactions across different ecosystems. 
Wormhole has a Core Bridge contract deployed on all the connected networks. Users can emit messages on chain 
A to be submitted to another chain B by interacting with any of these contracts.

A network of 19 nodes (called Wormhole Guardians runs a full node for each of the connected chains. The 
Guardians use these nodes to listen for all new transactions and events on the Core Contracts. Once a transaction 
is finalized on chain A, each of the Guardians will identify the target chain, verify the message and sign a 
transaction on Chain B. These signatures are then aggregated into a multisig, representing that the majority (13 or 
more) of the nodes have observed and agreed upon the state of a message. This multisig is called VAA (Verified 
Action Approval)

This VAA then sits on the Guardians network where it can be retrieved by the user or by a relayer to be submitted 
to the target chain to process the message, completing the bridging process. This design will not require a 
significant waiting time or lock period for assets, other than the source chain A needing to confirm the original 
message (usually within 3 blocks), and the relayed message being included in a block on the target chain B.

As stated above, the message-relaying capabilities of Wormhole allow for the implementation of cross- chain 
asset bridges. Wormhole has implemented two such bridges — the Portal Token Bridge and Portal NFT Bridge, 
which leverage Wormhole messages to transfer assets between chains. More precisely, each of the supported 
blockchains has a deployed Portal Bridge contract (one for Tokens and one for NFTs, which can custody assets on 
any source chain and mint a wrapped version of the corresponding asset on the target chain. These bridges 
currently hold over $479M worth of assets across all interconnected chains, having seen a peak of roughly $4.66B 
in May 2022, before the collapse of the Terra ecosystem.

After analyzing the architecture of Wormhole, we now turn to its security. Wormhole’s correct functionality relies 
on the Guardians network, whose nodes are run by different validator organizations in the blockchain space, such 
as Certus One, ChainLayer, FTX, Everstake, and others. As such, although Wormhole’s setup is not trustless, it 
manages to split its trust assumptions amongstseveral companies with a stake in the well-being of blockchain 
technology.

Another security consideration worth mentioning has to do with Wormhole’s design, requiring the deployment 
of smart contracts on each of the interconnected chains. All of these smart contracts provide a larger attack 
surface, and if a vulnerability is found (and exploited) on any of them, a malicious actor could be able to 
compromise or steal assets held on other sides of the bridge as well. This was the exact scenario happening in 
February 2022, when a bug on Solana’s side of the Wormhole bridge allowed a hacker to mint 120 000 wETH (over 
$300M at the time), which were readily bridged back to Ethereum and converted to 120 000 ETH that the hacker 
was able to seize from Ethereum’s Portal Token contract.
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MultiChain

MultiChain is run by a network of Secure Multi-Party Computation (SMPC) nodes, which each hold a share 
of a private key that is used to sign and verify transactions across chains. Similar to Wormhole, MultiChain 
maintains a core bridge contract on each chain and scans these contracts for new transactions to initiate a 
bridge.

This distributed key algorithm that MultiChain uses was pioneered in a 2019 research paper authored by Rosario 
Gennaro (professor of Computer Science at New York City University) and Steven Goldfeder (Arbitrum CEO). This 
algorithm splits the private key into $n$ pieces such that 51% of the participants must cooperate to sign a 
transaction. Due to recent advancements, the protocol is also protected against a single bad actor intentionally 
stopping the process, and no information about the private key is generated unless a majority of participants are 
actively colluding.

Due to the cryptographic algorithms behind MultiChain, there is no time lock period for nodes to contest faulty 
transactions. This allows for much faster user experiences, and the only delays in the protocol come from the 
time to process and request and sign the correct transactions. The current 30-day average transaction 
confirmation time sits around 3 minutes. However, their optimized node is currently undergoing a public testnet, 
which should significantly decrease the transaction time associated with the cryptography and speed up the 
user experience.

MultiChain currently handles over $250M in weekly volume, with $84B total lifetime protocol volume. MultiChain 
currently supports 56 different chains, and between all these different chains, they have more than $2.3B in 
liquidity. The current average of weekly users for MultiChain is ~13,000, and the lifetime protocol users are 
686,000. MultiChain is built with a strong cryptographic foundation, but the problem is that there is no incentive 
for honest operators to run nodes. By running dozens of nodes, and becoming the majority operator on the 
network, a large firm or pirate collective could extract massive rewards, and there is no such incentive for honest 
operators to run dozens of nodes. The cryptography behind the MultiChain protocol is very well designed, and 
continuously being developed, but the tokenomics of the protocol need to be refined. Proper node operation 
and liquidity provider rewards need to be developed to further secure this bridge.
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Product Features

Token Depositing
All bridges will be designed around transferring standardized tokens between chains. The two largest standards 
for this are ERC20 and ERC721. The process for such a bridge is to have two different smart contracts on each 
chain. On the source chain, tokens are sent to the deposit contract and locked. The target chain will also have a 
contract, and once the tokens have been locked on the source chain, they can be transferred to the owner's 
wallet on the target chain.

This process requires a contract on each side of the bridge, and for the bridge to have heightened levels of 
access control to the contracts. Some bridges have also begun integrating the ERC721 token standard, allowing 
for NFTs to be bridged across chains, and re-minted on the target chain.

Rollup Bridges
Many of the most used bridges are L2 native bridges that directly interface between Ethereum and L2 networks 
like Arbitrum, Optimism, StarkNet, and Polygon. These rollup bridges behave differently than bridges like 
MultiChain and Wormhole because the bridge is built into the network specification. This allows for more robust 
security features and usually means that the bridge protocol is better audited and tested. Sending messages 
from ETH � L2 is usually simple because event logs can be monitored to scan for new deposits, and are instantly 
available on the L2. However, sending tokens and data in the opposite direction is much harder, requiring a 
mechanism that allows for states to be securely captured.

06



Risk Management

Bridges are naturally prime targets, with hundreds of millions in high-profile exploits each year. Bridges 
handle millions in volume, and most are accompanied by deposit contracts that lock millions in tokens 
across many chains. This creates a tradeoff, where decentralized bridges are more technically secure, and 
possess fewer human points of failure, but are also significantly harder to patch when an exploit occurs.

Rollup Fault and Fraud Proofs
For L2 native bridges, the process of sending assets and information from L2 � ETH requires a rollup. Some chains 
like Optimism and Arbitrum utilize optimistic rollups, where data is published to the Ethereum mainnet, and after 
a delay period, assumed to be valid. This process relies on node operators to check all the rollups, and if any are 
fraudulent or faulty, dispute the rollup, and stop that state data from being confirmed. This assumption can hold 
if there are strong incentives for disproving faulty rollups, and there are many node operators.

However, Optimism has no such features. Following the November 11th, 2021 update, their fault proving system had 
to be disabled, and their solution was to run a single rollup sequencer themselves. This means that there is a 
single party that is trusted to publish valid data, and any malicious actions would go unchecked. There have not 
been problems as of yet, but the single point of failure is significant, and with more than $400M in TVL, a failure 
or exploitation of the single sequencer could be catastrophic. There is a new version of the fault prover being 
developed currently, and will hopefully be launched in Q1 2023, but in the meantime, there is an incredibly 
centralized trust assumption keeping Optimism alive.

Arbitrum is very similar to Optimism, and the Arbitrum Bridge utilizes a robust fraud proving system where each 
rollup is submitted, and then there is an attestation period, similar to ETH Proof of Stake. Node operators are 
required to risk their stake during their attestations, so any nodes that are submitting incorrect votes risk slashing. 
This system significantly increases the security of the Arbitrum Bridge.

The other mechanism of rollup is known as a zk-rollup, which utilizes a zero-knowledge proof that lets node 
operators prove that they behaved correctly. This system is more complex, but is also much faster since there is 
no challenge/attestation period. Instead of waiting several days for attestations and fault proofs, zk-rollups are 
finalized once a prover submits a verifiably valid rollup. This process currently happens every 1-2 hours, but as 
network users and volume grows, this rollup process will occur more frequently, and actually become cheaper.

Market / Ecosystem Risks
There are a handful of bridges that have also begun to integrate cross-chain DeFi, and complex multi-protocol 
swap and liquidity solutions. This significantly increases exposure by integrating the bridge with dozens of 
protocols, assets, and contracts. Products like MultiChain maintained bridge contracts on Terra, and when that 
ecosystem collapsed.
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Risk Management

Malicious Incentive Risks
In many instances, the potential upside for maliciously operating nodes and attempting to manipulate a bridge 
is much higher than the base rewards of honestly operating a node. These risks have been almost eradicated in 
established systems like Ethereum and Bitcoin, where the rewards for securing the network are high enough that 
thousands of individual parties run nodes. However, this is not always the case with bridge nodes.

MultiChain is at risk of such an attack, with only 24 fully operational nodes. These nodes are reasonably easy to 
run, and malicious actors would only need to run 30-40 nodes to establish control of the bridge and extract the 
private keys that control the bridge contracts, which store more than $2B in value.

Renting high-performance servers is cheaper than ever before, and a skilled dev-ops team could quickly spin up 
dozens of nodes with only a few thousand in the capital. The incentives for honest parties to run nodes are 
non-existent, and while there would likely be a coordinated-community effort to bring more honest nodes online 
in the case of a 51% attack, there is always a risk of the response being too late, and the second a majority was 
established, the private keys themselves could be extracted, and once that happened, all bridge contracts would 
be compromised.

Private Key Management
Private keys should not exist in bridge protocols and represent major single points of failure. Due to the nature of 
private keys, once a key has been hacked, all the assets in that contract are at risk, and there is no way to undo 
the action. The $600M Ronin hack in 2021 was a result of this issue. The private keys that were used to run the 
bridge were extracted, and the exploiters were quickly able to drain all the contracts of their locked assets. This 
massive exploit further shows the danger that a single private key system can hold, especially when the stakes 
are so high.

Optimism currently has an address manager contract deployed [link], and this contract is not even a multi-sig. 
This contract has the power to change the address of the sequencer, and if this private key was compromised, it 
would be a major risk for Optimism, and fairly difficult to fix [would require re-deploying a new AddressManager 
contract, and potentially a new StateCommittmentChain contract]. These single points of failure need to be 
avoided at all costs, and hopefully, this is fixed soon by the new fault-proof system.

Private key risks can be reduced by utilizing multi-sig systems like Wormhole, where the 19 guardian nodes each 
have their own private key. This system is safer than a single node operator like Optimism but still possesses 
slight risks. Each of the companies that run guardians is well known and is financially incentivized to honestly 
validate the network. In order to manipulate the Wormhole bridge consensus, 13 companies would need to 
coerce in secret to forge signatures, a very unlikely (but not impossible) event.
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Tokenomics can provide strong incentives, and serve as the core financial incentive to secure blockchains 
like Bitcoin and Ethereum. This financial incentive to secure the network has been the driving factor behind 
the tens of thousands of miners and stakers securing the underlying infrastructure. Tokenomics can play the 
same role in bridges, providing incentives for bridge security, and funding the underlying infrastructure that 
hundreds of other projects rely upon.

MultiChain
MultiChain has a token as well, with a current price of ~4 USD. Their token is used to distribute the fees generated 
by the bridging fees, allowing users to receive ~40% APR on their vested tokens (4-year vesting period). Once 
tokens have been vested, they also slowly become activated as voting shares in the MultiChain DAO, which 
holds 81.6% of the total token supply.

The MultiChain token has been used to provide incentives for their testnet program but is not currently used to 
incentivize node operation. The 4 largest holders of the MULTI token are the DAO, the deployer wallet, the 
anyswap pool, and the vesting contract, respectively. There are a total of 662 token holders on July 25, 2022.

Tokenomics
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Tokenomics

Optimism
Optimism recently launched a token on the �rst of June, 2022. The core goal of this token was to create an organization 
dedicated to public goods funding. The token will be used to vote on projects and protocols that have built open 
infrastructure and public goods, helping to further build developer tooling within the Optimism ecosystem.

The Optimism token is directly tied to the protocol, and the revenues generated by the sequencer & block 
production. As demand for blockspace increases, protocol revenue does as well. These profits are redistributed 
to Optimism holders. These profits give the token its value, and allow the DAO to create retroactive grants for 
public goods.
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Summary

There are dozens of options for bridging tokens across chains, and this competition is both good and bad. 
Competition has driven rapid innovation, but moving fast is also dangerous, particularly with large-scale 
volumes of funds being handled by these products, security needs to be a primary objective. It is for this 
reason that Ethereum development is slow: to maximize the security of the system. In addition, there is no 
revenue being generated through Ethereum development.

Bridges are incredibly profitable and highly competitive; unfortunately, they have a high percentage of users 
unaware of security risks, opting for cheap and fast. Oftentimes, the security risks are not adequately presented 
to users. This incentive structure is therefore not in line with developing high-quality and trustless infrastructure, 
leading to centralized solutions.

Finding the technically safest bridge is very different to finding the financially remunerative one, and performing 
a comprehensive analysis to find the overall safest bridge would be a major undertaking, btoh financially and 
time-wise. Understanding the security models and trust assumptions can help the reader better understand the 
systems at play and know what questions to ask.
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Non-Investment Disclaimer

This report is based on the scope of materials and documentation publicly available on the Internet and on 
blockchain data. This report does not indicate Nethermind's endorsement of any particular project or team, nor 
guarantee its security. No third party should rely on this report in any way, including for the purpose of making 
any decisions to buy or sell a product, service or any other asset. To the fullest extent permitted by law, 
Nethermind disclaims any liability in connection with this report, its content, and any related services and 
products and your use thereof, including, without limitation, the implied warranties of merchantability, fitness for 
a particular purpose, and non-infringement. Nethermind does not warrant, endorse, guarantee, or assume 
responsibility for any product or service advertised or offered by a third party through the product, any open 
source or third-party software, code, libraries, materials, or information linked to, called by, referenced by or 
accessible through the report, its content, and the related services and products, any hyperlinked websites, any 
websites or mobile applications appearing on any advertising, and Nethermind will not be a party to or in any way 
be responsible for monitoring any transaction between you and any third-party. You should use your best 
judgment and exercise caution where appropriate. 

FOR AVOIDANCE OF DOUBT, THE REPORT, ITS CONTENT, ACCESS, AND/OR USAGE THEREOF, INCLUDING ANY 
ASSOCIATED SERVICES OR MATERIALS, SHALL NOT BE CONSIDERED OR RELIED UPON AS ANY FORM OF 
FINANCIAL, INVESTMENT, TAX, LEGAL, REGULATORY, OR OTHER ADVICE.
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